
BAITING
Dangles bait in front of the target such as leaving a USB stick 
loaded with malware where the victim will see it.

VISHING
Leverages voice communications. Can be combined with other types of 
social engineering. Entices victims to call a certain number and divulge 
sensitive information. Advanced attacks can be over voice 
communications by exploiting VoIP solutions and broadcasting services.

PHISHING
Sends an email or text from a source trusted by the target 

seeking information that will provide the means to launch a major 
attack. Phishing emails are the number one way that malware 

infections occur.

SMISHING
Exploits SMS or text. Text messages can contain links to 

webpages, email addresses or phone numbers that when clicked 
may automatically open a browser window or email message or 

dial a number.

PRETEXTING
Sends an email to capture attention such as naming the victim 

the beneficiary of a will. Requests personal information to speed 
the transfer of funds with the goal of accessing and withdrawing 

funds from the target’s bank.

EMAIL HACKING AND 
CONTACT SPAMMING
The victim receives an email purportedly from a friend. By taking over an 
email account to spread malware or steal data, the criminal makes those 
on the contact list believe they’re receiving email from an acquaintance.

QUID PRO QUO
Involves an exchange, making the victim believe it’s fair. The perpetrator 
could pretend to be an IT support technician with the aim of getting the 
victim to hand over login credentials thinking they’re receiving support in 
return. The goal is to load the computer with malware or steal data for 
identity theft.

WHAT IT IS
Social engineering is a form of manipulation that coaxes an individual into giving up confidential 
information such as building access codes or a social security number. It’s a cyber attack using 

deception rather than technological exploits to manipulate people’s vulnerabilities.

Social engineering can be the cyber criminal’s foot in the door for a major attack.
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HOW TO AVOID 
BEING A VICTIM

Use email gateways to help filter out spam emails.

Use two-factor authentication (2FA).

Install and maintain anti-virus software, firewalls, and email filters to reduce 
some of the traffic.

Set automatic updates and only access secured websites.

Backup systems in case of ransomware or other malicious attack.

Use any anti-phishing features offered by the email client and web browser.

Verify identity of anyone unknown calling or emailing claiming to be from a 
legitimate organization.

Do not provide personal information or information about the organization. 
Check that the individual is authorized to have the information.

Regularly monitor personal accounts to make sure there is no suspicious 
activity.

Do not put personal or financial information in an email.

Do not respond to email solicitations or click on links or attachments.

Do not send sensitive information over the internet. Check a website’s 
security first.

Pay attention to a website’s Uniform Resource Locator (URL).

If uncertain that an email is legitimate, try to contact the company but do not 
use the information in the email.

Educate yourself. Be mindful of risks and be aware of new scams. Keep 
everyone in the organization up to date.

BE ON THE LOOKOUT FOR …


