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HOW CASB 2.0 HELPS EMBRACE THE CLOUD & SAFEGUARDS SENSITIVE DATA 

Over the past decade, computers and servers have dramatically and increasingly become more powerful, so much so that 
companies will never be able to use them to full capacity. So, why should organizations pay money on technology they 
will never use? Instead, cloud computing offers an appealing alternative: pay only for what is used, increase and decrease 
services as required. 

As the adoption of cloud computing has grown, so too have the risks. According to the Ponemon Institute and 
Accenture’s 2019 Cost of Cybercrime Study, malware and malicious insider-related cyber attacks jumped 12% in 2018, 
accounting  for one-third of all cyber attack  costs. The cost of malware to companies increased 11%, to more than 
US$2.6  million on average for each company. Malicious insiders—employees, temporary staff, contractors and 
business partners—jumped 15%, costing each company on average US$1.6 million (Ponemon Institute and Accenture, 
2019).  

While cyber threats to businesses have multiplied, the “next generation of cloud app security” has emerged to combat 
cyber criminals and safeguard the organization: Cloud Access Security Broker (CASB) 2.0 protects cloud apps and 
data—regardless of the user, location, or access device (Symantec, n.d.).

Soaring Cloud Growth & Adoption 
Cloud computing has taken huge strides from the initial concept of an interconnected system of computers. In 1963, 
Director of the Information Processing Techniques Office, J.C.R. Licklider, wrote to his colleagues describing a 
network of computers speaking the same language and enabling data to be transmitted and worked on by programs 
“somewhere else” (Leiner et al., 1997):


Consider the situation in which several different centers are netted together, each center being highly 
individualistic and having its own special language and its own special way of doing things. Is it not 
desirable, or even necessary for all the centers to agree upon some language or, at least, upon some 
conventions for asking such questions as “What language do you speak?” (Licklider, 2001).


More than 50 years later, the National Institute of Standards and Technology (NIST) defines cloud computing as:


 “… a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of 
configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be 
rapidly provisioned and released with minimal management effort or service provider interaction. This cloud 
model is composed of five essential characteristics, three service models, and four deployment 
models” (RSI, 2018).
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This ”interconnected system of computers” of the 1960s has morphed into one of the top technologies of the twenty-
first century. During its evolution, cloud computing has completely changed the enterprise IT and supplier landscape:


• 1963 – DARPA (the Defense Advanced Research Projects Agency) gave $2 million to MIT for Project MAC with 
the goal of developing technology to enable a “computer to be used by two or more people, simultaneously”


• 2002 – Amazon’s web-based retail services

• 2006 – Amazon Web Services (AWS) / Google Docs Services

• 2011 – IBM SmartCloud

• 2012 – Oracle Cloud


‣ IaaS (Infrastructure-as-a-Service) the cloud vendor provides only the physical or virtual infrastructure

‣ PaaS (Platform-as-a-Service) the cloud provider manages the entire infrastructure including middleware 

components such as databases

‣ SAAS (Software-as-a-Service) the cloud provider provides everything from the infrastructure to the 

application—the cloud consumer only adds and accesses the data

• 2014 – Google Kubernetes open-source container-orchestration system


The past 50 years has seen an extraordinary explosive growth of organizations and consumers adopting cloud 
computing: in 2017, over 80% of enterprises used cloud services for early adoption functions such as portals, 
workplace productivity, customer and content management, sales and marketing, and analytics and reporting 
(Hart, 2018). Also, consider Adobe, Oracle, and Microsoft: they have all encouraged their on-premises software 
users to upgrade to their cloud equivalents—enticing because they offer these on a subscription pay-as-you-go 
service (Gresser, 2017). Thus, fueling the growth of cloud adoption. 


Risks & Results 
Parallel to the soaring adoption and growth of cloud computing, the risks have grown. From the perspective of 
security and regulatory compliance, as more and more organizations migrate their services to the cloud, these 
become increasingly critical. Especially considering that as vast amounts of data are moved to the cloud, it becomes 
a massive magnet for cyber criminals. Look at the following security breaches that occurred in public and private 
cloud computing systems:


• 2018 – Under Armor reported that its “My Fitness Pal” was hacked, affecting 150 million users.

• 2017 – Verizon compromised 14 million customer records that included PIN codes and phone numbers by relying 

on weak user access controls for its data stored in the cloud.

• 2017 – Dow Jones exposed the details of millions of customers by implementing weak user access settings for 

its data stored in Amazon S3.

• 2016 – Three billion Yahoo accounts were hacked in one of the biggest breaches of all time.

• 2014 – JPMorgan Chase exposed the details of 83 million customers when hackers gained access to a server 

that lacked two-factor authentication.
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The fact that data stored in public and private cloud computing systems is at risk, is indisputable. For some 
organizations though, hosting mission-critical data in the public cloud might exceed their tolerance for risk, 
preferring the ownership and total control represented by a private cloud computing system. With cloud services 
such as Dropbox, Google Drive, and Microsoft Azure now an integral part of many organization’s business 
processes, another critical security issue occurs: loss of control over clients’ sensitive data. With CASB, users 
can encrypt sensitive data in the cloud with encryption keys they control, while preserving functions such as 
search. No third parties, not even the cloud provider, can access the encrypted data.


Other cloud security concerns expressed by organizations include:


• With a third-party provider sensitive data can be moved outside the organization’s IT environment, so the 
privacy settings of clients’ data are no longer in the control of the organization. Security comes through the 
provider encrypting the files within a range of 128 to 256-bit during transit and storage (Prinzlau, 2019).


• BYOD blurs the line between the office and home. With employees using mobile devices, they can check 
their email when and where they like. According to the Cisco 2011 Annual Security Report, three out of four 
employees worldwide have multiple devices, like a laptop and a smartphone, and one in three young 
professionals use at least three different devices for work.


• Continuous connectivity poses a major security risk, and because the devices are personally owned it is 
difficult to monitor and secure them. They increase the company’s vulnerability to cyber attacks when 
employees download mobile apps and connect to external Wi-Fi without installing the correct security 
protocols. Malware can access the network when an employee installs it on their mobile device by error. 
According to a study conducted by HP, 97% of employees’ devices contained privacy issues, and 75% 
lacked adequate data encryption (Bradley, 2013). 


• Risk of mobile devices with stored company data being lost or stolen. With over half of  security 
breaches occurring when devices are stolen, it is essential that organizations put in place encryption tactics 
to ensure that the device is secure against cyberattacks (Poremba, 2014). 


• Data is stored along with other customers’ data in the public cloud, leading to potential breaches by third 
parties. Even though access is limited by user credentials, these same credentials are stored on the cloud. 
The effectiveness of these user credentials vary as they are dependent on an individual’s password habits.


• Files stored in the cloud are more likely to be hacked if there are no security measures installed. 

• Storing and transmitting files over the internet is a major risk factor, even if the data is encrypted a cyber 

criminal can still intercept it en route to its destination.


In many cases, the vulnerabilities of these cloud environments resulted from the organizations’ approach, or 
rather lack of it, to security. It is the responsibility of both the organization and the provider to secure the data—
it should be collaborative. The CASB solution would have enabled users to apply consistent protection to 
sensitive information—wherever it went inside or outside the cloud. As well, the ability to take real-time actions 
deep within cloud services to correct policy violations and to stop security threats would alleviate 
organizations’ ongoing cloud security concerns.
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The Emergence of CASB 
In 2011, Gartner first defined the term Cloud Access Security Broker (CASB). This at a time when the datacenter 
hosted most IT applications and few organizations placed their trust in the cloud. Initially, CASB products were to 
deliver visibility for Shadow IT and to limit the access of employees to unauthorized cloud services, but they now 
provide four primary security services: visibility, compliance, data security, and threat protection.


Today, many organizations have replaced some of their datacenter applications with SaaS, or they have moved 
their IT into IaaS with providers such as Amazon or Azure. CASB now protects cloud-hosted data and delivers 
enterprise-class security controls so that organizations can incorporate SaaS and IaaS into their existing security 
architecture (Press, 2018).


With the erosion of the network perimeter through employees using mobile devices and working at remote offices 
worldwide, Gartner predicted that by 2017, 50% of employers will expect employees to bring their own devices. 
As well, Cisco estimated that from 2014 to 2018 there would be a 73% growth in mobile devices. Combine these 
numbers with an estimated 86% percent of all workloads existing in the cloud by 2019, and it is probably safe to 
say that an astronomical number of corporate apps and data interactions are being used by countless unmanaged 
users and devices.


This situation, together with the massive adoption of cloud services to hold mission-critical data and other assets, 
presents a desirable and enticing target for cyber criminals. But now that CASB incorporates automation and 
machine learning, a high degree of governance and control exists that help to ensure the security and compliance 
of cloud services across many providers.

The Next Frontier for CASB 
CASB 2.0 intelligently integrates CASB functionality with core security infrastructure, including DLP, endpoint 
management, web security, encryption, user authentication, and advanced malware protection, to deliver 
comprehensive coverage for an organization’s cloud activities (Symantec, n.d.).


With CASB 2:0 enterprise security integrations, the organization is protected with enhanced security while 
reducing operational overhead and expenses. As long as there is in-depth interaction with critical information 
shared between systems through native APIs, consistent policies enforced across cloud and other channels, user 
interfaces that enrich management consoles for various personas, and deployment complexity related to multiple 
security solutions reduced, then organizations can safely embrace the cloud without compromising their security 
(Symantec, n.d.). 


Identity and Access Management essential in today’s data driven, digital world
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The CASB 2.0 approach: 

• Eliminates multiple islands of DLP

‣ Deploys consistent DLP policies on-prem and in the cloud

‣ Gains optimal performance through native cloud APIs 

‣ Empowers DLP with CASB Insights 


• Delivers Malware Protection

‣ Leverages Global Threat Intelligence

‣ Blocks and Neutralizes Malicious Files 

‣ Detects Zero-Day Threats


• Provides Endpoint Protection

‣ Brings more value by conducting a deeper level of integration with existing endpoint security solutions

‣ Integrates the CASB agent functionality with mainstream endpoint security solutions  

‣ Improves analysis of Shadow IT by leveraging telemetry from existing endpoint agents

‣ Leverages data from endpoint agents to expand their Shadow IT analysis to include off-prem users


This is not an in-depth list of all the benefits CASB 2.0 brings to the organization. What it does do is demonstrate the 
necessity of adopting the CASB 2.0 approach. With the increased probability of cyber attacks caused by hosting on 
public assessable IT assets and by hosting corporate data and systems anywhere and everywhere, then 
organizations must put measures in place to protect their clients’ sensitive data. 


CASB 2.0 puts those measures in place, enabling organizations to leverage with full confidence cloud applications 
and services—all while protecting cloud apps and data, reinforcing security and ensuring compliance.
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