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Identity and Access Management (IAM) is 
inextricably linked with big data. It is 
inevitable as organizations find themselves 
in the throes of being responsible for an 
ever-increasing volume of highly sensitive 
data; for instance, credit and debit card 
numbers, medical insurance information, 
and healthcare related information. 

According to Gartner, through 2017, 90% of 
the information assets from big data 
analytic efforts will be siloed and un-
leverageable across multiple business 
processes. Therefore, it is critical that 
organizations implement IAM technologies 
to help with the complexity and volume of 
big data while ensuring continued 
functionality. IAM technology includes 
password-management tools, security-
po l icy enforcement app l ica t ions , 
provisioning software, reporting and 
monitoring apps, identity repositories, and 
more. 

By implementing IAM, organizations will be 
able to handle the complex relationship that 
exists from the need to generate business 
value while, at the same, protect intellectual 
property and individual privacy and, of 
course, being in compliance with all 
regulatory requirements.

What is IAM 
IAM can be one of the most difficult aspects for modern businesses to 
manage. After all, with so many employees, contractors, and consultants 
coming and going, the questions for so many companies can be simply, 
“Who, exactly, has access to our network?” What do they have access to?” 
Who knows who these people are?” Many companies cannot answer these 
questions. And if they cannot answer them, then that means their digital 
assets are vulnerable and their organization continually under threat of a 
massive malware attack.  

One of the most effective ways to tackle these threats is to follow the basics 
of IAM—something that never gets old, but in many instances can be 
forgotten. The important thing as it pertains to IAM is that it is not a “set and 
forget” practice. It takes ongoing due diligence that must be continually 
managed to ensure digital assets are safe and secure. 

IAM is a system that secures, stores, and manages user identities and 
access privileges. First, it protects the company by ensuring that users are 
who they say they are, and, second, grants access to only those who have 
permission to access applications resources. The most common IAM 
practices are single sign-on (SSO), multi-factor authentication (MFA), and 
access management—all these can be deployed on-premise or in the cloud. 

With its three major concepts combined—identification, authentication and 
authorization—IAM makes certain that specified users have the authorization 
and access they need to work productively. Meanwhile, unauthorized users 
do not have access to sensitive corporate data which helps to safeguard the 
privacy and security of the organization or individual: 

• Identification – On accessing the system or data, the user typically enters a 
username into the system. 

• Authentication – Authentication of the username could be through basic 
knowledge-based techniques such as passwords, or through advanced 
technologies such as biometric and token-based authentication. 

• Authorization – The IAM system verifies the user’s authorization to perform 
the requested activity and makes sure the user performs only those actions 
that are within their scope of authority. 

It goes without saying that an organization must have a centralized access 
approach to IAM. Without such an approach, multiple technology 
environments that support diverse business functions, some internal and 
some external, make it virtually impossible to manage user access, privilege 
levels, and revocation. Furthermore, to be truly effective not only must the 
organization have centralized access control, but also its security 
professionals who manage the IAM system must have an in-depth 
understanding of business operations—as well as how access to IT systems 
enables those business operations.



 

Where to start with IAM 
Here are a few simple steps to follow when commencing IAM implementation: 

1. Define those who work within the organization. Knowing who is who may seem trivial to some; however, being able to identify 
the difference between employees, contractors, consultants, and so on, will become the building block of a solid IAM practice.  

2. Once the workforce is defined in a way that is manageable, the ability to define identities will become self evident. And the best 
way to do so is to implement a centralized system of management for all identities within the organization. This system should 
provide a consolidated view of all identities, enable managing access types through a management console available to 
appropriate roles, as well as having integrated automation that will get rid of older, out-of-date identities, orphaned identities, or 
simply unneeded ones—ensuring that every ID is monitored and discernible at all times. 

3. Provide business owners with both the knowledge of who resides in the system and grant them control over access. Working 
closely with IT security professionals to identify current access of individuals—an inventory of identities and permissions—
enables business owners to then become the control and custodians of IAM practices.  

4. Implement the workflow. This can be represented by a request and approval process to ensure changes are well managed and 
documented, as well as to enable those seeking permissions to request it through a system of record. It is this phase that will 
also help remove IT from the decision-making phase, enabling them to concentrate on more pressing IT projects. 
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As a primary outcome of a qualifiable and quantifiable system of record, combined with well defined and commented procedures 
that outline all aspects of IAM, companies will inevitably become compliant with regulatory guidelines—an important requirement 
as more and more organizations must adhere to strict industry and government regulations. 
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Why is IAM essential 
In a recent ESG research survey, security professionals were asked to identify their weakest area of security monitoring. 
More than one-quarter, 28%, pointed to “user behavior activity monitoring/visibility”—the highest percentage of all 
categories (Oltsik, J., 2014). 

This is just one reason why IAM is so important. Here are three other reasons why:

1. New Legislation  

When taking into consideration prospective new legislation such as the European Union (EU) GDPR (General Data 
Protection Regulation), as well as current legislation such as Canada’s PIPEDA (The Personal Information Protection 
and Electronic Documents Act), which now includes mandatory reporting of breaches of security safeguards, then 
implementing IAM is essential to ensure compliance not only with all current legislation but also with upcoming 
legislation. 

2. Bring-your-own-device (BYOD) 

The BYOD trend, in addition to consumers adopting more and more mobile devices, leaves systems highly vulnerable 
to cybercriminals. It is a complementary scenario: when the volume of data rises and when the number of devices 
and endpoints mushroom, cybercriminals are rather like weeds, proliferating and spreading to take advantage of an 
environment that is, basically, ripe for the picking. 

With the number of people who have authorized access decreasing, and the number of people who have 
unauthorized access increasing, system security and a secure environment should be top priorities. And if that is the 
case, then an IAM system must be implemented otherwise the loss of sensitive data and the damage to brand will 
either cost the company financially, or cause the company to fail. 

Take the growing threat of malware attacks: From Stuxnet in 2010 to CryptoLocker and Yahoo in 2013, from Sony 
Pictures Hack and eBay in 2014 to Miral in 2016, right through to one of the most infamous malware attacks in 
history: WannaCry in 2017. More recently, in November 2018 half a billion Android users downloaded malware-
infected Android apps from Google Play Store. 
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3. Transient nature of employment 

Today, with the transient nature of employment—“The median number of years that wage and salary workers had 
been with their current employer was 4.2 years in January 2018, unchanged from the median in January 2016”—and 
with employees moving to different roles within the organization, controlling access to sensitive company data is 
essential (U.S. Bureau of Labor Statistics, 2018). 

According to the Identity Management Institute, stolen employee passwords is responsible for around 90% of 
cyberattacks, and stolen employee access credentials are predicted to cost businesses about $2 trillion by 2019. 

Obviously, access to company systems must be revoked immediately for reasons from workforce attrition and 
retirements to contractors and consultants having completed their assignments, from employees moving to another role 
or leaving the company.  

All those accesses over the years will accumulate to become a major and costly cybersecurity risk. According to the 
Accenture and Ponemon Cost of Cybercrime Study, malware now costs US companies on average $2.6 million each year, 
while malicious insider attacks cost $1.6 million each year. When combining these, they equal one-third of the $13 million 
average cybersecurity cost to companies—and that represents $1.3 million more than in 2017 (Accenture, 2019). 

There are steps that organizations can take to prevent, or at least mitigate, the risk of malware and malicious 
insider attacks: 
1. Policy and Policy Management – Companies should have appropriate policies in place around password 

management and about restricting the use of corporate email addresses in social media accounts.   

2. Two-factor Authentication – Even when or if usernames and passwords are breached, having a two-factor 
authentication solution will stop—or at least make it very difficult—for a perpetrator to get access to company 
accounts. 

3. Privileged Access Management (PAM) or the principle of Least Access Management – Endpoints without 
administrative rights are inherently more secure than accounts with administrative rights.   Restricting privileged 
access to a bare minimum helps to prevent malware from gaining access to the business environment, simply 
because most malware attacks commence by attempting to install an application—and applications usually require 
administrative rights. 

4. Data Loss Prevention (DLP) and Behaviour Analytics Technology – These technologies are available to help monitor 
and restrict data and information use.

Identity and Access Management essential in today’s data driven, digital world



 

What are the benefits of IAM 
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1. Acquire consistent regulatory compliance 

Organizations such as healthcare agencies and 
universities are under increasing pressure to comply with 
regulations such as Sarbanes-Oxley (SOX), Gramm-Leach-
Bliley Act (GBLA), and  Health Insurance Portability and 
Accountability Act (HIPAA), and others. 

IAM systems help businesses comply; for example, by 
automating user administration processes; by providing 
centralized administration for assigning and controlling 
user access rights; by adjusting access rights when an 
employee’s job function changes; and by revoking user 
access upon termination—to name just a few IAM 
solutions that support compliance with regulations. Then, 
of course, compliance is further reinforced with the 
addition of the Privileged Account Management (PAM) 
system that protects users with privileged access to 
sensitive data. 

Non-compliance costs millions of dollars in regulatory 
fines, so businesses must avoid being compromised; thus, 
it is essential to implement systems such as IAM and PAM 
to help secure, manage, and control access to critical 
business assets. 

2. Reduce IT costs 
Most organizations need to increase their security budgets 
to protect the business from the ever-increasing threat of 
cyberattacks. While investing most of their security budget 
in network perimeter protections, organizations are 
spending millions while cybercriminals continue 
regardless. With the average IAM spend about 5% of the 
security budget, and with compromised identity and 
access the cause of over 80% of breaches, it makes sense 
to prevent these breaches with a simple IAM solution: 
multi-factor authentication. This solution reduces the 
number of breaches and, therefore, decreases IT costs. In 
other words, reduce the money spent on network perimeter 
protections into fully implementing IAM technology.  

3. Gain a competitive advantage 

With IAM systems in place, an organization can securely open 
its network to its partners, customers, suppliers, contractors 
and employees without compromising security. When 
providing greater access to those outside the organization, it 
streamlines communications and collaboration across the 
organization, delivers transparency, increases efficiency, 
lowers operating costs, enhances customer satisfaction, and 
eventually yields a competitive advantage and increased 
revenue. 

4. Improve data security 

An identity management system forces a company to review 
user identity and to clarify their access policies. With 
identities and access managed, there is greater control of 
user access. This results in reducing the risks associated 
with unmanaged access such as internal and external 
breaches. When reducing these risks through an identity 
management system, security is enhanced. 

“We’d all like to think that the people who work for us—
including employees, contractors and consultants—are “good 
guys.” And the truth is, most of them are. But in 2015, 60 
percent of all attacks were carried out by insiders, either ones 
with malicious intent [75 percent] or those who served as 
inadvertent actors [25 percent]” (IBM, 2016). 

5. Increase efficiency 

With a secure, centralized IAM approach to managing user 
identities and access permissions, employees are more 
productive by using single sign-on (SSO) technology. This 
reduces how many interactions they have with security 
systems, and increases the possibility of successfully 
accessing the resources they need to do their job whether 
they are in the office, at home, or on the road. 

It is clear when looking at why IAM is essential and at how many 
benefits businesses gain that implementing IAM technology is a 
critical part of an organization’s security framework, as well as 
integral to the continued success and survival of the organization 
in today’s data driven, digital world. 
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