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The myths that abound around the dark web are from decades of movie and literature. For most 
people, just the mention of the dark web conjures ideas of the worst in criminal activity—the 
virtual back alleys and dark tunnels of the internet where the worst of the worst hide in the 
shadows. And that description is not far off. 


But what exactly is the dark web and why does it exist?


Reality is that the dark web is a vast section of the internet that is not indexed by search engines
—in other words, its contents such as files and websites cannot be found through a regular 
browser, and for good reason. The illicit materials and practices that live on the dark web are not 
for the faint of heart, let alone the non-criminally inclined. 


Researchers Daniel Moore and Thomas Rid of King's College, London, classified the contents of 
2,723 live dark web sites over a five-week period in 2015 and found that 57% host illicit material 
(as cited in Cox, 2016). In addition, a 2019 study, Into the Web of Profit, shows that things have 
deteriorated: Since 2016, the number of dark web listings that could harm an enterprise has risen 
by 20%. Then, to exacerbate the situation, 60% of all listings, excluding people selling drugs, 
could potentially harm enterprises (McGuire, 2019, p. 6).
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The most disturbing aspect of the dark web is the massive amount of 
illegal activity taking place, as well as what can be purchased. In many 
ways, the dark web is built for criminal activity: from insider trading to 
dealing in stolen credit cards, to trafficking in drugs and people, to 
counterfeiting currencies, and even using hacking tools to help penetrate 
and steal data from private citizens or corporations—everything and 
anything illegal can be found and purchased. 

Also consider the amount of data that flows through the dark web. That is 
at an all-time high. In fact, as of the time of publishing, a recent data 
breach of sorts—a vast unprotected database of personal information 
located on the dark web—represented the credentials and passwords of 
more than 1.2 billion records. All exposed on a single server. To put that 
into perspective, the entire population of North America is approximately 
579 million.  

That is not to say there isn’t a legitimate side to the dark web. There is. It’s 
used by cryptologists, journalists, law enforcement organizations, and 
those who desire privacy and anonymity for legitimate reasons; for 
instance, people who live in countries that restrict freedom of speech.

• Infections or Attacks

‣ Malware

‣ Distributed Denial of Service (DDoS)

‣ Botnets


• Access

‣ Remote Access Trojans (RATs)

‣ Keyloggers

‣ Exploits


• Espionage

‣ Services

‣ Customization

‣ Targeting


• Support Services such as Tutorials

• Credentials

• Phishing

• Refunds

• Customer, Operational and Financial Data

• Intellectual Property / Trade Secrets
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The contents of 
the Dark Web

The tools of the  
Dark Web

To better understand the threats enterprises face, a 3D 
dark web threat assessment tool was created to measure 
damage to the enterprise that could result from the tools 
and services of the dark web (McGuire, 2019 p.8). These 
include: 
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Is everything illegal on the Dark Web?

PAM restricts privileged access to a bare minimum, helping 
to prevent cyber criminals from gaining access to the 
business environment, simply because most cyber attacks 
commence by attempting to install an application—and 
applications usually require administrative rights.


• Two-factor Authentication – A simple measure but highly 
effective. A two-factor authentication solution will stop, or 
at least make it difficult, for a perpetrator to get access to 
company accounts—even when usernames and passwords 
are breached. It helps to cut down unauthorized access to 
sensitive data by delivering an extra layer of security. It is 
effective as it requires users to enter the typical user name 
and password, then a single-use code sent to a connected 
device or account. Hackers do not have access to this 
code; therefore, they find it difficult if not impossible to 
bypass the system.


• Endpoint Detection and Response (EDR) – EDR 
technology is another easy-to-use but effective measure to 
shore up security, making incident responses as simple as 
one click.


• Data Loss Prevention (DLP) – Gartner defines DLP as 
technologies that perform content inspection and 
contextual analysis of data. The data analyzed is that sent 
via applications such as email and instant messaging, that 
is in motion over the network, and that is used on managed 
endpoint devices, as well as at rest in on-premises file 
servers or in cloud applications and cloud storage.


These technologies execute responses based on rules 
and policies that are defined to address the risk of 
accident leaks or any sensitive data that is exposed 
outside authorized channels (Menon, n.d.). DLP is 
deployed for regulatory compliance, intellectual property 
protection, and visibility into how users handle sensitive 
data (Gartner, 2017).
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Twenty-six percent of small business employees are unaware of 
what the dark web is and are also unaware that it exacerbates 
data breaches (Kassner, 2019). It is essential that companies 
become aware of the threats posed by the dark web. And it is 
critical that companies closely monitor their sensitive data and 
receive notifications if the data is found on bins, dump sites or 
marketplaces. And because cyber criminals can disappear into 
the anonymity of the dark web to ply their trade, it is especially 
critical to implement every cyber security measure available.


First, let’s look at some basic security measures:


• Tighten policies and processes

‣ Update and patch systems

‣ Create configuration control Policies


• Implement scans and supported software

‣ Conduct Consistent Scans

‣ Add only software that is supported


• Restrict users

‣ Restrict user permissions

‣ Constrain access to the internet and email

‣ Disconnect all irrelevant devices

‣ Deny unauthorized users access


Other security measures include:


• IAM and PAM – With Identity Access Management (IAM) 
and Privilege Access Management (PAM) solutions, your 
company will be able to manage the complexity and 
volume of data and to bolster its ability to protect 
intellectual property and individual privacy from both 
internal and external threats. The average IAM spend is 
about 5% of the security budget, and with compromised 
identity and access the cause of over 80% of breaches, it 
makes sense to prevent these breaches with IAM and 
PAM solutions.
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Not everything on the dark web is perverse or illegal. The Tor, or The Onion Router, network began as an anonymous 
communications channel, and it still serves a valuable purpose in helping people communicate in environments that are hostile to 
free speech. “A lot of people use it in countries where there’s eavesdropping or where internet access is criminalized” (Tiquet, as 
cited in Guccione, 2019). The anonymity and privacy that The Tor delivers can be essential for journalists, human-rights advocates, 
and political dissidents working in hostile environments.

How to protect yourself from the Dark Web 
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Elements of truth exist in the depiction of the dark web in 
film and in literature—the resulting myths are based on 
reality. But hero hackers do not exist—as breached and 
exploited businesses can attest. 

The dark web is rife with sites offering everything from 
firearms to forged papers, from hit men to sex trafficking, 
from drugs to financial data. And, according to fraud 
expert Andrew Richards, most people’s identities are 
already on the dark web—identity selling is a booming 
industry. As Steve Morgan, founder and Editor-In-Chief at 
Cybersecurity Ventures succinctly states, “The dark web 
has become the Wal-mart of cybercrime”  (as cited in 
Casey, 2017). 

The dark web is not all dark. It’s composed of a mix of 
legitimate enterprises amidst a multitude of successful 
cyber criminal enterprises: Total cyber crime annual 
revenues are estimated to be around $1.5 trillion. This is 
the reality of the dark web. 

The Dark Web is 
not Fiction
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Contact us for a free consultation or to receive a free 
cloud security audit to assess the effectiveness of 

your current cyber security initiatives.
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