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In this climate of escalating cyber attacks, free antivirus solutions flourish. But do you want to rely on 
free stuff to protect your business from cyber criminals? Isn’t it rather like putting a bandaid on a 
gunshot wound? 

Think about the endless threats facing your business: malware, ransomware, zero-day exploits, 
phishing and social engineering attacks, distributed denial of service (DDoS), password or brute force 
attacks—to name some, but not all methods of attack. In its 2018  Internet Crime Report, the FBI 
stated that an organization receives an average of 300,000 cybercrime-related complaints per year—
an average of 900 complaints per day (FBI, 2019). 

Take a look at these chilling cyber crime statistics: 

• More than 28 million Canadians were impacted by a data breach in the past year (as cited in 
Shah, 2019),  

• In a 2017 survey, the average cost of a breach to Canadian companies was $6.11 million, up 
5.6% from those surveyed in the 2016 report (as cited in Solomon, 2018). 

• According to the 2019 Cost of Cybercrime Study, malware and malicious insider attacks now 
make up one-third of a company’s cyber security costs. In 2018, the study found that they 
jumped 11% and 15%, respectively.  

• Malware now costs US companies on average $2.6 million each year, while malicious insider 
attacks cost $1.6 million each year. When you combine these, they equal one-third of the $13 
million average cyber security cost to companies—and that represents $1.3 million more than in 
2017 (Accenture & Ponemon, 2019).
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Protecting your business with low-end security is a risky 
business. That’s not to say free equals low-end, but in some 
cases it does. To fully protect and secure your devices and 
sensitive data, you must have speed and accuracy. And that’s 
not necessarily an offshoot of a free cyber security solution. In 
some instances, these solutions block things that shouldn’t 
be blocked, slowing users down and missing new zero-day 
threats as they rely on existing data to catch malware attacks. 

Findings from the 2019  Cost of Cybercrime Study, derived 
from 2,600 security and IT professionals representing 355 
organizations worldwide, underscore the need to implement 
layered and integrated cyber security solutions:

Free is a 
Risky 

Business

• Companies surveyed recorded an average of 145 cyber 
attacks, infiltrating the company’s core networks or 
enterprise systems—67% higher than five years ago and 
an 11% increase over 2017. 

• The number of organizations attacked by ransomware 
increased by 15%, on average the costs increased 21%—
to approximately US$650,000 for each company.  

• Phishing and social engineering cyber attacks affected six 
in seven companies (85%), an increase of 16% over 2017, 
while 76% suffered web-based attacks.
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For Canadian companies, the situation is particularly dire: 
In the Canadian “financial” industry, the average cost of a 
data breach is US$6.4 million—$2 million higher than the 
average cost for all other businesses. And for all Canadian 
businesses, the average cost of a breach is US$4.4 million, 
about $500,000 higher than the global average of US$3.92 
million (as cited in Contant, 2019).



1.877.225.4264  |  770 Palladium Drive, Ottawa, ON, K2V 1C8
www.calian.com

4

Can Free Antivirus Solutions combat Cyber Crime?

Free antivirus solutions might work for a single home 
computer as it has a much smaller attack surface, 
making it considerably less attractive and rewarding 
for cyber criminals. For a business, they do not offer 
the comprehensive protection that a layered and 
integrated security solution delivers.

Free is not 
Necessarily 

Free 

Paid Free

Protection: Advanced Protection: Minimum

License: Business Use License: None

Support: Security Intelligence Support: None

Updates: Automatic & Centralized Updates: Manual

As you can see, free is not necessarily free: the lack of protection and support leaves the business vulnerable 
and exposed to a cyber attack, the costs of which would be astronomical. The business consequences of cyber 
attacks are widespread. Not only the devastating hit to the bottom line and brand, but also time spent on 
incident response and business disruption, as well as potential loss of customers—all taking time and money 
away from pursuing mission-critical projects. 

The cost of business disruption in 2018 was US$2.96 million and  in information loss it was US$3.8 million. The 
most expensive type of attacks are malicious insiders and malicious code, on average costing 
companies US$3.3 million. These attacks also take the longest to resolve; in fact, twice as long as ransomware 
and phishing and social engineering attacks (Accenture & Ponemon, 2019).
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Insider threats 
Employees can pose a major risk to the organization, in some 
instances intentionally and in others unintentionally: consider Shadow 
IT or negligence leading to vulnerabilities. In the 2016 Cyber Security 
Intelligence Index, IBM found that 60% of all attacks were carried out 
by insiders. Three-quarters of these attacks involved malicious intent, 
one-quarter involved negligent insiders (as cited in van Zadelhoff, 
2016). 

The Cybersecurity Insiders 2020 Insider Threat Report found that 63% 
of organizations think that privileged IT users pose the biggest insider 
security risk, and 68% of organizations confirm insider attacks are 
becoming more frequent. 

Insider threats are usually not visible because they fly below the radar 
of many cyber security solutions. And when it is intentional, these 
malicious insiders erase the evidence. Thus, it is necessary to 
constantly monitor your systems for irregular activity with a 
comprehensive cyber security solution.

Layered & 
Integrated 

Cyber 
Security is 

Essential 
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Endpoints 
For cyber criminals, endpoints, with their accessible and very large 
attack surface, are nothing but an easy target. According to Intel, there 
will be over 200 billion connected devices by 2020 (n.d.) 

In its 2019 Endpoint Security Report, Cybersecurity Insiders poll of 
hundreds of cyber security professionals found that only half are very 
confident or extremely confident in their organization’s endpoint security 
posture; 21% estimate less than 50% of attacks will be stopped; 32% 
experienced one or more attacks that successfully compromised data or 
IT infrastructure over the past 12 months; 49% say their current endpoint 
security solutions deliver insufficient protection against the newest 
attacks; and 50% believe their current endpoint security posture can 
stop 75% of attacks or more (Kolga, n.d.). 

So, how do you protect your business? In its White Paper, Five Ways to 
Rethink Your Endpoint Protection Strategy, McAfee states, “Device 
security is no longer about traditional antivirus versus next-generation 
endpoint protection. The truth is you need a layered and integrated 
defense that protects your entire digital terrain and all types of devices—
traditional and nontraditional” (p. 2).  

A free cyber security solution cannot protect an organization’s most 
vulnerable and accessible attack surface, its endpoints. They need more 
than a free antivirus solution, they need a layered and integrated cyber 
security solution.
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As stated, the best defense is a layered and integrated 
cyber security solution that will help you prepare for and 
prevent a cyber attack and, in the event of one occurring, 
minimize the damage and speed recovery. A 
comprehensive cyber security solution should include: 

• Endpoint Security Solution – Protects these points of 
entry from risky activity and maintains greater control 
over the growing number and type of access points to 
the network. 

• Identity and Access Management (IAM) – Manages 
the complexity and volume of data. 

• Privileged Access Management (PAM) – Stores, 
manages, records and analyzes privileged access. 

• Cloud Access Security Broker (CASB) – Protects 
cloud apps and data—regardless of the user, location, or 
access device. 

• Data Loss Prevention (DLP) – Tools and processes 
used to ensure that sensitive data is not lost, misused, or 
accessed by unauthorized users. 

• Data Protection – Intelligent analytics, unified policies, 
and dynamic enforcement. 

The Best Defense
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Contact us for a free consultation or to receive a free 
Cloud Security Audit to assess the effectiveness of 

your current cyber security initiatives.
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The tsunami that is cyber crime 
Cyber crime is the fastest growing crime in the US. And it is evolving rapidly and becoming even more disruptive and 
dangerous. Information theft is now the most expensive cyber crime; however, data is not the only target. Core systems like 
industrial controls are being hacked with the sole purpose of disrupting and destroying (Violino, 2019).  

Malicious has been taken to a whole new level. The attacks have now moved from just theft as the motive, to destroying 
and changing data to breed distrust. As the 2019 Cost of Cybercrime Study states, “Attacking data integrity is the next 
frontier of cyber threats.” 

Like cyber crime, tsunamis disrupt and destroy. And when facing a tsunami, you put as much distance and height as 
possible between yourself and the onrushing 60-meter waves. You don’t grab a dollar-store rubber dinghy to save yourself. 

Like the tsunami, the magnitude of cyber crime overwhelms. With the increasing number and magnitude of cyber crimes 
and evolving types of threats, it is essential to develop a sophisticated and multilayered approach to cyber security—one 
that will combat cyber crime and protect your business. 

Free antivirus solutions don’t cut it. And neither does a dollar-store rubber dinghy.
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