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Whether your organization stores sensitive data in a physical data centre, a private or 
public cloud, or in a third-party storage application, proper encryption and key 
management are critical to ensure that data is well protected. 

 

This can be achieved by developing and implementing an enterprise-wide encryption 
strategy to protect your most valuable data. 

 

Put simply, this holistic strategic approach involves deploying a data security platform 
that identifies and protects sensitive data, no matter where it resides. And it does this 
using a set of data protection mechanisms and centralized policy and key 
management—ensuring only people with a business “need to know” will have access. 

 

In other words, your organization’s most sensitive data—including personally 
identifiable information (PII), protected health information (PHI) and more—is flowing 
everywhere.  

 

If any of this data were to fall into the wrong hands, it could deal a fatal blow to all 
parties concerned.

 


This is where an encrypt-everything strategy comes in.  

Developing an Enterprise-Wide Encryption 
Strategy For Your Organization’s Sensitive Data
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Today, it’s not only important to implement encryption—but to 
ensure it tackles these four current security challenges:   

Explosive data growth 
Organizational data is flowing everywhere. Meanwhile, there is a growing demand for access to 
this information so  people can make smarter data-driven business decisions. To meet those 
demands, organizations are producing, storing and processing data in more places; and 
sharing and distributing data to more places. This can make it challenging to identify just 
where your business-critical data resides. 


Evolving compliance requirements 
To help strengthen enterprises’ data protection against global threats targeting PII, 
more and more compliance mandates are emerging—including the General Data 
Protection Regulation (GDPR), California Consumer Privacy Act (CCPA), and 
more. Organizations need to understand how they can align with these 
regulations and industry mandates. 


Operational complexity 
Every organization has a mix of legacy and new platforms. Moving to 
cloud, containers, big data technologies and disparate tools from 
multiple vendors adds to the complexity of everything—making 
enterprise security perimeters increasingly blurry. As such, 
organizations find it challenging to afford, implement and manage 
consistent, unified access policies to distributed IT resources. 


Rapidly increasing threats 
Data breaches have far-reaching consequences for organizations including lost 
business, regulatory fines and remediation costs. As a host of new and evolving 
threats involving malware, phishing, machine learning and cryptocurrency emerge, we are 
seeing them put the data and assets of enterprises, governments and individuals at constant risk. 

Today’s data security 
challenges



Encryption is often used to secure two types of data:  

 

• Data in motion—data that moves between systems and platforms 

• Data at rest—data that is stored and retrieved by users, applications and databases 

 

To secure data in motion, organizations may choose to encrypt sensitive data before moving it, and/or use network 
encryption to protect it in motion. 

 

Enterprises that want to secure data at rest can simply encrypt sensitive data in files and databases before storing them, 
and/or choose to encrypt the storage drive itself.  

 

Today’s most sophisticated encryption solutions can deliver granular encryption, tokenization and role-based access control 
for structured and unstructured data residing in databases, applications, files, and storage containers.  

 

Moreover, with the ability to centralize key management, organizations can ensure their master keys are protected and data 
remains secure.

Encryption options for different types of data 
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No organization is immune to the threat of security breaches. However, implementing data 
encryption across the enterprise continues to be a popular and effective safeguard for sensitive 

data.  

 


At its most basic definition, encryption translates data into another form—or code—so that only people 
with access to a secret key or password can read it.  


 

While there are many encryption methods that can be used, all of them have the same fundamental underlying need: the 

use of that encryption key. These keys are used to encode the data in such a way that without the same (or corresponding) 
key, the data cannot be decoded—making it useless to hackers. 

Encryption meets data security 
challenges head-on
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Organizations that encrypt their sensitive data can experience 
multiple business benefits including:  

Operational simplicity 

Centralized policy and encryption key management assure control of your data across every physical and 
virtual server, both on and off your premises. 

 

Minimized risk 

Meet compliance and best practice requirements for protecting data from external threats or 
malicious insiders with proven, high-performance and scalable data encryption. 

 

Security agility 

Quickly address new data security requirements and compliance mandates by having a 
solution in place that is ready and able to protect all sensitive data. 

 

Compliance 

Data encryption, user and process access controls, data access logs, FIPS 140-2 
compliant key management, and strong administration policies all contribute to 
satisfying compliance mandates and regulation requirements. Encrypting your 
data ensures you are always in compliance with various regulatory standards 
and requirements, as data moves around in the organization and even 
between on-premises and in the cloud.  

 

Cloud security  
Confidently move workloads to the cloud and hosted environments, 
knowing that your data remains in your control through data 
protection and key management inaccessible to cloud providers. 

 

Database security 

Encryption security solutions can not only encrypt data but control 
privileged user and database administrator access—and collect 
security intelligence logs across your heterogeneous collection of 
database and big data environments. 

 

Brand and reputation management 

Most experts agree that nearly every organization will suffer a data breach at some point. In 
other words, it’s not a matter of if, but when, the attack will occur. Encrypting all data makes it 
redundant and therefore worthless to cybercriminals. 


Benefits of encrypting 
your sensitive data
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Once an organization uses encryption technologies to safeguard its data, enterprise security then depends on 
encryption key and policy management—the ability to generate, distribute, store, rotate and revoke/destroy 
cryptographic keys as needed to protect the sensitive information with which they are associated. 


They also need to follow data security best practices such as strong separation of duties between key administrators 
and users. Good key management systems will also provide the ability to leverage a hardware-based root of trust for 
key creation and storage.


As you embark on creating your overarching encryption strategy, you may be surprised by how many encryption 
schemes and techniques are already in use within your organization. You may even think that your work is already done, 
since application owners and Database Administrators (DBAs) have already deployed various techniques for their data. 

 

But if you ask one question—“Who is managing the encryption keys?”—you will likely discover just how little thought is 
given to proper encryption management. So in developing your strategy, consider the following: 


• Should this person/these people be managing keys?  

• Who else can see or access the keys?  

• How are the keys stored, maintained or backed up?  

• What would happen if the keys were lost or compromised?  

• How is key rotation managed?  

 

As one example, if a DBA is using Transparent Data Encryption (TDE) for Oracle or Microsoft databases, you’ll need to 
decide if that is consistent with your encryption and key management strategy, if the DBA controls the keys. (Most likely 
it isn’t.) 

  

Make sure you are realistic about the risks of not properly managing data encryption keys.  Compromised keys can 
result in providing access to anyone that has access to the key. And lost or deleted keys can have the same impact as 
shredding the data, making it unusable forever. 


Who will manage the keys?
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As you discover, define and implement the encryption strategy that 
best suits your enterprise, remember that the devil is always in the 
details. Here are a few considerations to help increase its likelihood 
of success:  

Involve stakeholders

Involve business owners, application owners, DBAs and security teams in crafting the strategy and 
supporting your plan. 

 

Ongoing review 

Continually review progress with the plan and make any corrections or modifications along the 
way. 

 

Secure buy-in

Get executive-level buy-in and have a top-level sponsorship in hand. This will be useful 
when LoBs, DBAs or application owners try to tell you their systems can’t be 
encrypted. 

 

Integration 

However you choose to implement encryption, it must play well with any other 
solutions you use—including data loss prevention, database activity 
monitoring, and others.  

 

Create realistic timelines 
If they are not realistic and you fall behind, you’ve already failed—and 
you should start the application process for waivers or extensions 
now. 

 

Prioritize the work 

Focus on those high value systems that must be done first, begin 
planning for the broader group of systems to start next, and always 
be working toward the end goal. 

 

Focus on quick wins

Whatever tactical process you put in place for deployments, plan on getting a few quick 
wins, targeting high profile applications or critical systems. Then, use these wins and their 
supporters to gather testimonials and momentum for the project. 


Ongoing management

Even when the project has been completed, it will need to be sustained. Your strategy will therefore need 
to factor in the who, what and how of ongoing maintenance and management.

Other considerations for 
a successful enterprise 
encryption strategy 
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There are no “magic bullets” when it comes to protecting your data from cyberattacks. But there are ways to give your 
organization complete control over its sensitive data from the moment that each file or database record is created. It’s 
therefore important to have a breadth of encryption and other data protection methods available at your disposal, and to 
audit authorized and unauthorized access to encryption keys and data you are protecting.


Choosing a vendor with the broadest solution set available, and one that provides centralized key and policy management, 
will make your life easier when you grow your installed base.

Centralized management for data 
security success

Contact us for a free consultation or to receive a free 
Cloud Security Audit to assess the effectiveness of 

your current cyber security initiatives.

1.877.225.4264 
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