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The Background

In today's digital business environment, the need for enhanced 
cybersecurity is imperative. However, many companies continue to 
struggle with resilience, often experiencing breaches that lead to 
everything from compliance issues, to lost and stolen data and, ultimately, 
to brand damage and revenue loss. And though it is easy to read about 
these breaches, the causes and potential solutions are rarely identified.


It is for these reasons that Calian has created the Breach Report. Each 
month, we spotlight a particular type of company, the breach they have 
experienced, and what they could have done to mitigate risk against the 
specific type of cyberattack—all to create better insight for the general 
public and to educate people on proper cybersecurity best practices. 


In this month's report, we spotlight social media giant, Facebook—the 
world's most popular social networking platform. In this case, hundreds of 
millions of user passwords were stored in plain text format and accessible 
by 20,000+ Facebook employees between 2012 and 2018, subsequently 
impacting more than 600 million users.
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The Company Profile

Though many are familiar with Facebook, here are just a few of the 
statistics that show the size and reach of the company. Founded in 2004, 
the company currently has offices located around the globe with more 
than 37,000 full-time employees. Furthermore, according to the 
company's official website, there are on average more than 1.56 billion 
daily active users on Facebook (latest statistic for March 2019).


Additionally, the company ranked #72 on the 2018 Fortune 500 list and is 
ranked #6 on Fortune’s 100 fastest growing companies list.


These statistics are telling: illustrating the fact that even the largest 
companies are susceptible to substandard security practices, poor 
management of security resources and protocols, and breaches of 
compliance standards. 
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The Environment

In the case of this particular Facebook breach (there have been others), 
the security failures stemmed from improper design of Facebook 
applications that logged unencrypted Facebook user password data—
storing the passwords in plain text format on internal servers. 


The most disturbing part of the breach is that Facebook to date has no 
idea how many passwords were truly exposed over the astounding six-
year period. Furthermore, the investigation has shown that more than nine 
million internal queries for data elements counting the plain text 
passwords were made by more than 2,000 individual developers within 
the company.
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The Outcome

The challenge with this particular data breach is that it is virtually 
impossible at this point to know whether the user passwords in question 
were in fact taken and used for nefarious purposes. 


In a recent interview, Facebook software engineer Scott Renfro  stated, 
“We’ve not found any cases so far in our investigations where someone 
was looking intentionally for passwords, nor have we found signs of 
misuse of this data."
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The Potential Risks 

Though this breach is focused on Facebook, the 
greater issue is that of the passwords as they relate to 
everyday users. It is not uncommon for people to use 
the same password for many accounts. And though 
not to accuse any Facebook employees of wrongdoing, 
the fact remains that 2000+ people had access to 
passwords that could have been used for nefarious 
reasons—with no proof they were ever used. Erring on 
the side of caution, this remains a serious potential 
breach. 

According to The Next Domino to Fall: Empirical 
Analysis of User Passwords across Online Services 
study, the reuse and modification of passwords are 
still common strategies, despite ongoing warnings 
from the IT community.   The study’s stats are telling: 
Of the 28.8 million users studied, 38% reused the same 
password for two different online services, and 21% of 
them slightly modified an old one to sign up for a new 
service. The study also showed that the more 
passwords, the more likely the user is to either reuse 
them or use variations of them. 

The study also showed that online shopping services 
and email accounts that consist of sensitive 
information were where users tended to reuse or 
modify their passwords: online shopping 85%; email 
62%. When you take into consideration that people 
hand over their credit card details and home addresses 
for online shopping services using the same password, 
then it is shortsighted and dangerous. Especially in the 
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case of emails: company email addresses can be 
used with malicious intent to reset login details for 
online banking applications and other personal 
accounts. 

The situation is exacerbated when taking into account 
the risks associated with reusing passwords for 
professional services. That entails sensitive 
information belonging not just to the user, but also to 
the company. Passwords must be managed, 
especially in the workplace. IT professionals must 
explain to employees the dangers and costs 
associated with reusing or modifying passwords. In 
addition, processes must be established to store and 
protect passwords and other sensitive personal 
information. 

The study also showed that reused passwords had 
been leaked in data breaches—even years after the 
initial leak. So when users do not change their 
passwords—those that have already been used and 
leaked—for online shopping services and email 
accounts, then their personal information is at high 
risk: 

• Over 70% of users employed a compromised 
password for other services up to a year after the 
leak.  

• 40% of users reuse passwords that were leaked 
over the previous three years. 

Leaked data poses a significant risk, and reused and 
modified passwords just exacerbate this risk. Such 
careless practices that are not addressed and rectified 
leave users and companies open to a cyberattack 
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The Solution

In the case of Facebook, obvious precautions could have been taken, most 
importantly securing passwords within applications to protect users. However, far 
beyond the Facebook issue itself, the greater issue is how many of those passwords 
are currently in use within companies as users continue to neglect due diligence when 
it comes to password protection. 

Organizations can take several steps to prevent or at least mitigate the risk of impact 
due to a breach: 

1. Policy and policy management is the first step. Setting guidelines and restrictions 
around password use, using work email addresses in social media and personal 
accounts, managing passwords and restricting privileged access all need to be 
set and communicated before looking at technology.   

2. Multi-factor authentication is the next most important step. Even if usernames 
and passwords are breached, enforcing a second factor authentication step 
makes it very difficult for the attackers to gain illegal access.  

3. Data Loss Prevention (DLP) and Behaviour Analytics technology are available to 
help monitor and restrict data/information use 

Organizations don’t have to do everything on this list, but they must do something. 
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