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The Background

In today's digital business environment, enhanced and holistic cyber security is essential. 
However, many companies continue to struggle with resilience, often experiencing 
breaches that lead to everything from compliance issues, to lost and stolen data and, 
ultimately, to brand damage and revenue loss. And though it is easy to read about these 
breaches, the causes and potential solutions are rarely identified.


It is for these reasons that Calian has created the Breach Report. Each month, we spotlight 
a particular type of company, the breach it has experienced, and what it could have done to 
mitigate risk against the specific type of cyber attack—all to create better insight for the 
general public and to educate people on proper cyber security best practices. 


In this month's report, we spotlight Amtrak’s breach that potentially exposed customers’ 
logins and Personally Identifiable Information (PII).
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The Company Profile

The National Railroad Passenger Corporation, Amtrak, is a corporation striving to 
deliver a high quality, safe, on-time rail passenger service that exceeds customer 
expectations.


Amtrak, the national rail operator, connects America in safer, greener and healthier 
ways. With 21,000 route miles in 46 states, the District of Columbia and three 
Canadian provinces, Amtrak operates more than 300 trains each day—at speeds up 
to 150 mph—to more than 500 destinations. Amtrak is the operator of choice for 
state-supported corridor services in 17 states and for four commuter rail agencies 
(Amtrak Website).
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The Environment

After Amtrak suffered a data breach, some of its customers’ logins and other PII 
may have been exposed. Amtrak announced that a third party gained 
unauthorized access to some of its Guest Rewards accounts on April 16, 2020. 
Through the Amtrak Guest Rewards service, passengers can rack up points 
when they travel, exchanging them for discounts, hotels, car rentals, and other 
offerings.


The Corporation made the announcement in a regulatory filing with the Office of 
the Vermont Attorney General, which is a sample letter to consumers 
concerning the breach. 
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The Outcome

Amtrak determined that the hacker used compromised user names and passwords 
to access some reward accounts, suggesting use of credentials previously leaked or 
stolen, or the use of brute-force methods (Osborne, 2020). In doing so, the hacker 
may have also seen customers’ personal information. According to Amtrak, the 
intruder didn’t access or compromise any financial data, credit card information, or 
Social Security numbers.


The Corporation also announced that it had managed to terminate the unauthorized 
access—all within a few hours after detecting the suspicious activity. The Amtrak 
security team promptly reset the passwords on those accounts they thought might 
be affected, and brought in outside cyber security experts to ensure the incident 
was contained.


To compensate its customers from identity theft, Amtrak is offering them a free year 
of fraud monitoring from Experian, a consumer reporting agency (Sophos, 2020). 
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To date, Amtrak states there is no evidence that its customers’ information has been exploited through 
either sales or identity theft. 


The potential risk, of course, lies in damage mitigation, investigations, and regulator fines. In addition, 
Amtrak customers could have lawsuits launched against the Corporation, looking for compensation. For 
instance, easyJet is facing an £18 billion class-action lawsuit (Osborne, 2020).


The Potential Risk
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The Solution

Privileged Access Control  
Privileged access control allows companies to enforce a policy of least privilege by giving users only the level of 
access they need for their roles (shared accounts have individual accountability). This solution defines what 
endpoints users can access, schedules when they can access them, and can whitelist or blacklist applications 
for a comprehensive approach to privileged access. Sessions are controlled and monitored using a secure agent 
or using standard protocols for remote desktop (RDP), virtual network computing (VNC), Web, and secure shell 
(SSH) connections.

 
Authorization and notification preferences can be set to alert when a user is accessing privileged remote access, 
and administrators can use their mobile devices to approve requests and monitor access usage from anywhere. 

Productive Security  
This security solution, which can be deployed in just a few days, lets users do their jobs faster and easier than 
they do today—driving rapid adoption. By automating processes with features like credential injection and 
integration with security information and event management (SIEM) software products and change management 
solutions, corporate technicians can increase productivity and security at the same time. Files can be 
transferred within the session using the thick client or browser-based console.


Consolidated Access Pathways 
Administrators and IT teams can consolidate the tracking, approval, and auditing of privileged accounts in one 
place. All connections can be forced to broker through a single access pathway—reducing the attack surface 
while providing a single list of authorized endpoints for each user. The end user experience is also improved, as 
all endpoints are accessed in a single interface.


Cloud and Virtualization Security 
Companies can effectively manage privileged access to any business assets that leverage Web-based 
management consoles, including IaaS servers, hypervisor environments, and Web-based configuration 
interfaces for core network infrastructure. Advanced Web access can be configured to work across any solution 
that leverages a Web interface for management, including Amazon Web Services, Google Cloud, VMware 
vSphere, Citrix XenServer, Microsoft Hyper-V, Microsoft Azure, IBM SoftLayer, and Rackspace.
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The Solution

Mobile and Web Consoles 
Mobile apps or a Web-based console can be used for privileged access anytime, anywhere. In addition to 
desktop consoles for Windows, Mac, and Linux, privileged remote access includes mobile apps and a browser 
console. Native mobile apps give users secure access over cellular and WiFi networks from Android and iOS 
devices—but only to allowed endpoints.


Audit and Compliance 
This solution allows companies to satisfy internal and external compliance requirements with comprehensive 
audit trails, session forensics, and other reporting features. Organizations can capture detailed session data for 
real-time or post-session review. Administrators can review and monitor the use of privileged accounts and 
easily provide attestation reports to prove compliance.


Seamless Credential Injection 
When privileged remote access is integrated with Password Safe or whatever password vaulting solution the 
organization is using, users can directly inject credentials into end servers and systems with just one click. Since 
the users never see the plain text credentials, they can’t compromise them, greatly increasing security. By 
allowing administrator accounts to access systems with just the click of a button, there’s no more wasted time 
finding or tracking down credentials, thus improving productivity.


In all, this was an unfortunate occurrence, one that could have been avoided by implementing the right 
cybersecurity solution and by taking a more comprehensive and robust stance regarding ongoing cyber 
resilience.


If you are concerned that network and asset access is a potentially weak area, contact us for a free cloud 
security audit. It could save your data, your reputation—and even your company.




Contact us for a free consultation or to receive a free 
Cloud Security Audit to assess the effectiveness of 

your current cyber security initiatives.
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