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The Background

In today's digital business environment, enhanced and holistic cyber security is essential. 
However, many companies continue to struggle with resilience, often experiencing 
breaches that lead to everything from compliance issues, to lost and stolen data and, 
ultimately, to brand damage and revenue loss. And though it is easy to read about these 
breaches, the causes and potential solutions are rarely identified.


It is for these reasons that Calian has created the Breach Report. Each month, we spotlight 
a particular type of company, the breach it has experienced, and what it could have done to 
mitigate risk against the specific type of cyber attack—all to create better insight for the 
general public and to educate people on proper cyber security best practices. 


In this month's report, we spotlight Clubillion™, Vegas Slot Machines and Casino Games, 
which suffered a data breach in its technical database. 
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The Company Profile

A free online casino game, Clubillion is available for iOS and Android and offers 
players 30+ free slot games. 


Regarding the company, it is a little uncertain as to who owns the casino game. 
Even though each app is listed under a different developer—Ouroboros on iOS and 
T7 Games on Android—it is possible that they are owned by the same company. 
Released in 2019, these two versions of Clubillion became instant hits, each with a 
4.8 Star rating, and ranking as the #1 “social slots” casino app on the App Store and 
Google Play.
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The Environment

It was confirmed that the Clubillion owns the database: it was built on 
Elasticsearch and hosted on Amazon Web Services (AWS) with Clubillion’s name 
on its apps, and links to assets owned by the company (vpnMentor, 2020).
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The Outcome

According to researchers at vpnMentor, the Elasticsearch database was unsecured 
and had been leaking data on millions of global gambling app users. The 
researchers discovered the unsecured database, hosted on AWS, as part of their 
larger web mapping project. They traced it back to the casino app Clubillion 
(vpnMentor, 2020).


The exposed database contained the technical logs for millions of Clubillion users 
worldwide on both IOS and Android devices. A record is logged representing all the 
actions of individual players on the app. During vpnMentor’s investigation of the 
database, it estimated an average of approximately 200 million records per day—
sometimes many more. Every single day, over 50GB of records were exposed. 
These exposed records consisted primarily of various forms of user Personally 
Identifiable Information (PII) data (vpnMentor, 2020).
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The risk lies in the use of free gambling and gaming apps as they are especially vulnerable and prone to 
attacks by cyber criminals. They are routinely targeted by cyber criminals for the theft of private data or 
to embed malicious software on users’ devices. 


Once in possession of users PII and with knowledge of their activities on the app, then hackers can 
create complex schemes to defraud users. For instance, transaction errors for attempted card payments 
on Clubillion leaves users vulnerable to phishing campaigns.


In addition, if cyber criminals use Clubillion to embed malware or similar onto a user’s phone, potentially 
the they could hack other apps, make calls and send texts, and access files stored on the hacked 
device. Potentially, they could access a user’s phone contacts and  steal the PII data of their work 
colleagues, friends, and family.

The Potential Risk
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The Solution

Enterprise-Class Vulnerability and Risk Management 
Vulnerability management solutions are valuable as they help companies effectively prioritize their efforts. More 
so, a vulnerability management solution enables cost-effective reduction of cyber threat risk by focusing 
remediation efforts on the highest risks and most critical assets.


A solution should be built upon a scalable architecture that delivers risk-based vulnerability assessment with 
speed, reliability, and accuracy, along with comprehensive vulnerability scoring and endpoint intelligence 
integration for a quick response to new advanced threats.


What a Vulnerability Management Solution Delivers 
• Comprehensive discovery and profiling of all network assets both on-premise and in the cloud

• Highly scalable architecture with low network and system impact

• Advanced vulnerability scoring and prioritization that identifies top risks

• Focus on the vulnerabilities and assets to spotlight the risks that matter


Find Everything on Your Network 
Vulnerability Management provides visibility into the network, both on-premise and in the cloud, including all 
devices and their associated operating systems, applications, and vulnerabilities. 


It discovers all networked hosts, applications and services to give a comprehensive view of the network. An 
application-centric approach to vulnerability assessment searches for specific vulnerabilities based on operating 
system, applications and services. This ensures that only the required signatures are run, limiting negative 
application interactions.


Vulnerability Management should also support multiple ways to discover and assess assets. Dynamically 
scalable vulnerability scans enable users to efficiently assess broad ranges of the network. For dynamic IP 
endpoints such as laptops and occasionally connected devices, agent-based Vulnerability Management can 
provide more accurate assessment of the assets. 


Intelligent Prioritization  
A Vulnerability Management solution should discover a wealth of data about the hosts on the network. Rather 
than providing a seemingly endless list of “high risk” vulnerabilities, the solution should rank vulnerabilities on a 
granular scale of 1–50,000, making it clear where the risk lies and allowing organizations to focus on the 
mitigations that will most effectively reduce risk in the organization.



Contact us for a free consultation or to receive a free 
Cloud Security Audit to assess the effectiveness of 

your current cyber security initiatives.
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