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The Background

In today’s digital business environment, enhanced cybersecurity is essential. 
However, many companies continue to struggle with resilience, often 
experiencing breaches that lead to everything from compliance issues to 
lost and stolen data and, ultimately, brand damage and revenue loss. And 
though it is common to read about these breaches, the causes and potential 
solutions are rarely identified.


It is for these reasons that Calian has created the Breach Report. Each 
month, we spotlight a particular type of company, the breach it has 
experienced, and what it could have done to mitigate risk against the 
specific type of  cyberattack—all to create better insight for the general 
public and to educate people on proper cybersecurity best practices. 


In this month’s report, we spotlight an extremely damaging breach: the theft 
of over 100 million credit applications from Capital One Financial Corp.
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The Company Profile

To understand the severity of the breach, it’s important to first understand 
the size and scope of Capital One Financial. This bank is an extremely large 
holding company specializing in everything from credit cards and 
automotive financing to traditional banking and savings accounts.


Headquartered in McLean, Virginia, the bank is ranked the 10th largest in 
the United States and the company is 98th on the Fortune 500. It is also the 
fifth-largest credit card issuer after American Express, JP Morgan Chase, 
Bank of America, and Citigroup. 


Furthermore, the bank has 755 branches, more than 2,000 ATMs, and 
conducts business in the United States, Canada, and the United Kingdom.
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The Environment

In late July 2019, a woman named Paige Thompson was arrested by the FBI 
for downloading Capital One credit application data from a rented cloud data 
server. The theft affected some six million people in Canada and 100 million 
people in the US.


Capital One learned about the theft from an email tip stating that this data 
was sitting in the open on Github, a software development platform. The 
Github account belonged to Paige Thompson, who previously worked at the 
cloud service provider from which the data was stolen. 


This attack, then, falls into the category of an “insider” threat; as a former 
employee, Thompson apparently used her old firewall credentials to gain 
access. In addition to the Capital One data, the breach may also have 
included large amounts of data belonging to other large corporations.
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The Outcome

The stolen Capital One data included approximately one million Social 
Insurance Numbers (SINs), 140,000 Social Security numbers, and 80,000 
US bank account numbers. Most of this data belonged to consumers and 
small businesses. Other identifying data—including names, addresses, 
dates of birth and income information—was also part of the breach.


Currently, Capital One is contacting millions of customers offering two 
years of free credit monitoring and identity theft insurance. The cost of 
this to Capital One has not been disclosed but is likely substantial. In 
addition, the Office of the Privacy Commissioner of Canada has said it is 
launching an investigation and a class action suit has been filed in Ontario 
on behalf of some of the Canadian victims.
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In this particular case, since the perpetrator was a former employee, the 
best way to have prevented this breach would have been employing a 
“privileged remote access” solution. 


Privileged remote access enables controlled access to critical systems 
without hindering the work that privileged users need to perform. 
Companies can define how users connect, monitor sessions in real time, 
and record every session for a detailed audit trail, and end users get a 
simple, easy-to-use console.


Here are just a few benefits of a true privileged remote access solution.


The Solution



The Solution

Privileged Access Control 
Privileged access control allows companies to enforce a policy of least privilege by giving users only the level of access 
they need for their roles (shared accounts have individual accountability). This solution defines what endpoints users can 
access, schedules when they can access them, and can whitelist or blacklist applications for a comprehensive approach 
to privileged access. Sessions are controlled and monitored using a secure agent or using standard protocols for remote 
desktop (RDP), virtual network computing (VNC), Web, and secure shell (SSH) connections.

 
Authorization and notification preferences can be set to alert when a user is accessing privileged remote access, and 
administrators can use their mobile devices to approve requests and monitor access usage from anywhere. 

Productive Security 
This security solution, which can be deployed in just a few days, lets users do their jobs faster and easier than they do 
today—driving rapid adoption. By automating processes with features like credential injection and integration with security 
information and event management (SIEM) software products and change management solutions, corporate technicians 
can increase productivity and security at the same time. Files can be transferred within the session using the thick client or 
browser-based console.


Consolidated Access Pathways 
Administrators and IT teams can consolidate the tracking, approval, and auditing of privileged accounts in one place. All 
connections can be forced to broker through a single access pathway—reducing the attack surface while providing a 
single list of authorized endpoints for each user. The end user experience is also improved, as all endpoints are accessed 
in a single interface. 

Cloud and Virtualization Security 
Companies can effectively manage privileged access to any business assets that leverage Web-based management 
consoles, including IaaS servers, hypervisor environments, and Web-based configuration interfaces for core network 
infrastructure. Advanced Web access can be configured to work across any solution that leverages a Web interface for 
management, including Amazon Web Services, Google Cloud, VMware vSphere, Citrix XenServer, Microsoft Hyper-V, 
Microsoft Azure, IBM SoftLayer, and Rackspace.


Mobile and Web Consoles 
Mobile apps or a Web-based console can be used for privileged access anytime, anywhere. In addition to desktop 
consoles for Windows, Mac, and Linux, privileged remote access includes mobile apps and a browser console.

Native mobile apps give users secure access over cellular and WiFi networks from Android and iOS devices—but only to 
allowed endpoints.


Audit and Compliance 
This solution allows companies to satisfy internal and external compliance requirements with comprehensive audit trails, 
session forensics, and other reporting features. Organizations can capture detailed session data for real-time or post-
session review. Administrators can review and monitor the use of privileged accounts and easily provide attestation 
reports to prove compliance.


Seamless Credential Injection 
When privileged remote access is integrated with Password Safe or whatever password vaulting solution the organization 
is using, users can directly inject credentials into end servers and systems with just one click. Since the users never see 
the plain text credentials, they can’t compromise them, greatly increasing security. By allowing administrator accounts to 
access systems with just the click of a button, there’s no more wasted time finding or tracking down credentials, thus 
improving productivity.
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In all, this was an unfortunate occurrence, one that could have been avoided by implementing 
the right cybersecurity solution and by taking a more comprehensive and robust stance 
regarding ongoing cyber resilience.


If you are concerned that network and asset access is a potentially weak area, contact 
us for a free cloud security audit. It could save your data, your reputation—and even 
your company. 


