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The Background

In today's digital business environment, enhanced and holistic cyber 
security is essential. However, many companies continue to struggle with 
resilience, often experiencing breaches that lead to everything from 
compliance issues, to lost and stolen data and, ultimately, to brand damage 
and revenue loss. And though it is easy to read about these breaches, the 
causes and potential solutions are rarely identified.


It is for these reasons that Calian has created the Breach Report. Each 
month, we spotlight a particular type of company, the breach it has 
experienced, and what it could have done to mitigate risk against the 
specific type of cyber attack—all to create better insight for the general 
public and to educate people on proper cyber security best practices. 


In this month's report, we spotlight a disturbing exposure: On October 16, 
2019, dark web researchers Bob Diachenko and Vinny Troia discovered a 
wide-open Elasticsearch server containing an unprecedented 4 billion user 
accounts spanning more than 4 terabytes of data. The majority of the data 
spanned 4 separate data indexes with each index containing information on 
roughly 1 billion people (Wired, 2019).


Although the data did not include sensitive information like passwords, 
credit card numbers, or Social Security numbers, it does consist of profiles 
of hundreds of millions of people. The data includes home and cell phone 
numbers, associated social media profiles like Facebook, Twitter, LinkedIn, 
and Github, work histories seemingly scraped from LinkedIn, almost 50 
million unique phone numbers, and 622 million unique email addresses.

1.877.225.4264  |  770 Palladium Drive, Ottawa, ON, K2V 1C8
www.calian.com

The Breach Report

2



The Company Profile

The question of who is accountable has arisen. There are two 
contenders: People Data Labs (PDL) and Oxydata.Io (OXY).


The majority of the data spanned 4 separate data indexes, labeled “PDL” and 
“OXY.”  Three were labeled, perhaps by the server owner, as coming from a 
data broker based in San Francisco called People Data Labs (PDL), a data 
aggregator and enrichment company. On its website, PDL claims to have 
data on over 1.5 billion people for sale, including almost 260 million in the US. 
The website also claims the company has more than a billion personal email 
addresses, more than 420 million LinkedIn URLs, more than a billion 
Facebook URLs and IDs, and more than 400 million phone numbers, 
including more than 200 million valid US mobile numbers.


Analysis of the “OXY” database revealed an almost complete scrape of 
LinkedIn data, including recruiter information. OxyData’s website claims to 
have 4TB of user data—exactly the amount discovered—but only 380 million 
people profiles. OxyData states that the server does not belong to them.
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The Environment

With attribution problematic, and with the huge amount of data exposed, it 
represents an unusual and difficult situation. Although most of the data is 
marked as “PDL,” indicating that it originally came from People Data Labs, it 
appears the server that leaked the data is not in any way associated with 
PDL. This then leaves the question of how did the “mystery” organization get 
hold of the data if it did not belong to PDL? One possible answer could be 
that the mystery organization holding more than  4 terabytes of data is a 
customer of both People Data Labs and OxyData.
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The Outcome

If this was a customer who had normal access to PDL’s data, then the data 
was not actually “stolen,” but rather misused. Unfortunately, this does not 
help any of the 1.2 billion people who had their information exposed. 


If this was not a breach, then who is accountable for the exposure? The 
outcome will remain unclear unless the investigation finds specific evidence 
tying a particular organization or organizations to this massive data 
exposure.
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As neither PDL nor OxyData ruled out the possibility that one of their 
customers mishandled their data, then it raises the question of how secure 
was the data and how good are the privacy policies of the companies 
buying and selling data.


Even though the data is exposed online, it does not mean that it has been 
accessed by hackers. It could simply be data culled from public records. 
Even so, in aggregate this can create risk as it enables identity theft, 
credential stuffing, and phishing scams. It could also end up on the dark 
web, which greatly increases the risk of exposure.

The Potential Risk
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The Solution

Endpoint Protection for Hybrid Environments 
To exercise full defenses within Hybrid Environments, 
organizations can implement endpoint security that 
integrates native controls with Machine Learning (ML) 
technology—preferably one that enables management 
through a single platform. In this case, (ML, behavioral 
analysis, essential antivirus, exploit prevention, firewall, and 
web control can communicate with each other. Therefore, 
the centralized management and data visualization help to 
elevate threat data so that organizations can quickly harden 
defenses and make policy changes.


Real-time scanning, cloud analytics, application 
containment, and rollback remediation can also work 
together to limit the impact of suspicious files and zero-day 
malware. Manual detections and remediations are replaced 
by automatic analysis, containment, and remediation to halt 
threats before they spread and return endpoints to a healthy 
state.


An integrated, automated, and adaptable Endpoint 
Detection and Response (EDR) technology is easy to use 
and makes incident response as simple as one click. And 
automated AI-guided investigations equip analysts of any 
experience level to speed threat triage.


Cloud Security across SaaS, PaaS, and IaaS 
Organizations can also protect data from, to, in, and 
between clouds—and protect the cloud itself. Furthermore, 
by leveraging state-of-the-art cloud security solutions that 
are built to integrate with other device security systems and 
technology, companies can streamline operations. This can 
enable companies to synchronize device Data Loss 
Prevention (DLP) with the cloud to use in any cloud service. 
For instance, this can enable the move to Office 365, 
Amazon Web Services (AWS), and Microsoft Azure by 
meeting security and regulatory requirements—and even 
enabling rapid collaboration and a more responsive, elastic 
business.


In addition, there is addressing Public Cloud, Private Cloud, 
and everything in between by creating the ability to safely 
move data and applications to public cloud, hybrid cloud, 
private cloud, and Software Defined Data Center (SDDC) 
environments while extending DLP, threat protection, and 
application security across multi-cloud environments. This 
is imperative to avoid exposure on the dark web.


Central Management for Endpoints, Clouds, and 
Networks 
Another must-have approach is to set and manage DLP 
policies across environments for greater consistency, 
control, and simplicity. It is more important than ever to 
have a set of consistent DLP policies that protect data in 
the cloud, on corporate endpoints, and on unmanaged 
devices. DLP products can extend policies from device to 
cloud, providing a seamless data protection experience 
across multiple environments—helping to minimize the risks 
associated with data loss and to reduce overhead to 
increase business agility.


On the dark web as it relates to stolen data, threats are no longer limited to the confines of our computers, but are prevalent 
in every aspect of our connected world. Therefore, security solutions must protect data and stop threats by using an open, 
proactive, and intelligence-driven approach.


Here are just a few solutions that can mitigate the risk of your data being exposed on the dark web and beyond.




Contact us for a free consultation or to receive a free 
cloud security audit to assess the effectiveness of 

your current cyber security initiatives.
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